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Internet is further growing
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= The number of Internet users is growing worldwide
by eleven new users per second or one million per
day:

5 Milliarden Menschen 7,68

o GHTE R
Internet ;'5, : .--I 4,39
Social Media a--. 3,48
Social Media (Mobil) --I 3,26

Quelle: wearesocial.com | Stand: Januar 2019
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IT and OT grow together

u
0116016000110010101100011011611110110100101110160

= |T and OT network infrastructures are growing too
= Both networks worked in the past in a peaceful coexistence
= By the growing of the Internet this coexistence changed
= Additional it gives new Interfaces to the Internet
Internet of Things (loT)

Cloud Services

Industry 4.0

Medical IT devices/equipment
BYOD

= At the end of this year 50 billion devices(!) will be connected by
the Internet

= Security is one of the main tasks we have to solve
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Security tasks
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= All these networked devices must be managed and
secured — but, who is responsible?

= QOperational Technology (OT) is hardware and software
that detects and causes change by directly monitoring
and/or controlling physical devices, processes and events
in the enterprise (see Gartner)

= But, OT was previously concentrated on production and
industrial plants — but usually in closed systems, without
connection to the Internet

= On the other hand, IT has far more experience with the
Internet and data security
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IT security development
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Access Control Lists (ACL) have been set up on the
routers and switches for security purposes

Static filters could not be maintained, however, which is
why they were later implemented in firewalls depending
on the connection (keyword: stateful inspection)

Aplplico’rion ports were blocked without analyzing the
trattic

Intrusion Detection Systems (IDS) have been introduced
for anomaly detection without considering the
administrative effort

Anti-virus and anti-spam systems are used on the basis
of pure pattern recognition
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® Most cyber-attacks in ICS
51@01@@@11001@101100@11@110111101101@@1@111@1@@ n efwo rks (BS I Sf U dy fro m 2 O ] 9)

1. Infiltrating malware via removable media and external
hardware 1

Infection with malware via Internet and Intranet 1
Human mistakes and sabotage 11

Compromise of extranet and cloud components 11
Social Engineering and Phishing |

(D)DoS attacks 11

Internet-connected control components —
Break-in via remote maintenance accesses —
Technical misconduct and force majeure |

= 0 ® N0 O A WN

0.Compromise of smartphones in the production environment —
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IT and OT infrastructures

u
0116016000110010101100011011611110110100101110160

= [T infrastructures therefore have a 10-year lead in the field of IT
security

= A close cooperation between OT and IT would therefore be the
ideal solution

= However, both areas still work side by side rather than together

= Growing integration of classic information technology (IT) and
operational technology (OT) creates risks of its own

= A further problem is, that isolated islands of IT security solutions
still exists

* |n most cases: IT security components of different vendors are
not working together

= Real-time analysing of all security data is not available

Open Source. Open Solutions. Open Strategies. © DECOIT GmbH



®

Use of monitoring systems
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= Evolution of monitoring and regulation systems:

Network Monitoring: Monitoring of availability and network
documentation

Network Access Control (NAC): Monitoring of access control
and end device documentation

Security Information and Event Management (SIEM):
Monitoring of IT security and correlation of events (incidents)

= Goal: more security in IT and (maybe) OT networks
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_DE-:[-I_® Network Monitoring
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* Main issue: Monitoring of
services and server systems o - [ e
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. Differentiation of different
priorities
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Network Monitoring solutions
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* Nagios: Nagios
Quasi standard of today's monitoring solutions

Offers a collection of modules for monitoring the network, hosts and
specific services

* [cinga: ﬁ”lClnGA
. Released in 2009 as a fork from Nagios
Reason was the sluggish development and missing support
The web interface has been modernized

= Check MK: M CHECK MK
Originally since 2009 pure Add-On for Nagios
Today own powerful core (complete monitoring solution)
Much more scalable, better performance and easier to configure
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Network Access Control (NAC)
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= Main issue: access control of systems and users for
networks

= Tasks:

|dentity foreign systems

Check security policies

- Scan of installed applications

- Scan of security updates
Allow or permit access via authorisation
Used policies to compare compliance

Shift end-devices into quarantine zone if policies does not fit
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NAC solutions
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" macmon secure: macmon

nacaintelligent einfach
BSI certified NAC solution
Independent of manufacturer
Mixed operation with and without 802.1X

Enables compliance rules to be applied

" Packet Fence: Packet-znco Sl

Open Source solution without license costs
Similarly powertul as manutacturer solutions

Detection of network anomalies, proactive scans, isolation
of problematic end devices
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® Security Information and Event
al@i)lﬁmllE)Gl@l@ll@ﬁﬁ)ll@ll@llll@ll@l@@l@lll@lﬁﬂ Ma n a g e m e nf (S I EM)

* Main issue: overview about security
status of the complete network

= Tasks:

. Collection of security
relevant information from
the network

#LogRhythm Dashboards  Alarms  Casos Searches R

. Assessment of the
information

. Prioritisation of the
assessed information

. Generation of messages
about critical security issues

- Provision of guidance regarding the
handling of critical messages
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SIEM solutions
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" LogRhythm: ::*LogRhythm
Efficient Pattern Matching

Dashboard is customizable

Probability for “false positives” can be
specified

. (.)SSII\/\: EE

Has been developed as an open source T
solution

Has been adopted from the
manufacturer AlienVault

Integrates other open source solutions:
OpenVAS, Snort, Nagios, Munin etc.
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IT security builds on open source
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= Many proprietary manutacturers of IT security products use
open source solutions

= |n some areas, open source solutions have even become
established (quasi standard) 7\

VPN: OpenVPN Ny @oPENvPN "'

Firewall: ptSense / OPNsense
Anti-virus/anti-spam protection: ClamAV / rspamd

Proxy: Squid
Intrusion detection systems: Snort / Suricata Msense,

Monitoring: Nagios / Icinga / Check I\/\K R&
SURICATA
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What we need for more security
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= Cooperation of different manufacturers / vendors of
security solutions

= Understanding IT and OT networks as a common
infrastructure

= Use more open source to promote open standards and
interfaces

» Provide security solutions with more intelligence, since
currently only well-known security patterns are searched
for

* Make the handling of such systems easier, so that not only
security experts can use them
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Future: GLACIER project
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GLACIER = Intrusion detection via multi-dimensional analysis of
security data streams

GLACIER is a cooperation project within the German BMBF with
the following partners:

DECOIT GmbH (coordinator and developer)
University of Applied Sciences of Hanover (research)
rt-solutions.de GmbH (developer)

Associated partner:
PLATE (German major supplier for office supplies)
hanseWasser (KRITIS operators in the field of waste water)

The project has been started at April 2019 and will end at
September 2021

Project website: http://www.glacier-project.de
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Focus of GLACIER
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* The goal of a SIEM system should be to be able to correlate
protocols from heterogeneous sources in order to provide the
Security Operation Center (SOC) staff with a holistic network
overview

= They should therefore be regarded as a further development of
conventional IDS/IPS systems
= The GLACIER project will provide the following features:
Unification and consolidation of log information
Horizontal scalability
Anomaly detection for automated intrusion detection
Development of novel multidimensional anomaly detection algorithms
Visualization of the anomaly results

* Main issue: Building of an intelligent SIEM system with an open
architecture tor IT and OT networks
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GLACIER architecture
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= Data Collection: heterogeneous data are gathered from dynamic
sources and consolidated as necessary for security analysis.

» Data Analysis: Enriched data are forwarded to this component for
anomalies detection.

= Management: All components are configured and supervised by
Management-GUI and administrated by SIEM-GUI.

—————————————————————————————————————————————————————

1
Data Collection Data Analysis : Replay
1

= (5 )| =T}
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Data Analysis
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= The component responsible for finding anomalies in the event
stream, as well as hosting experiments with anomaly detection
algorithms, is the Analysis Engine:

Archive
1 Refer rence |
+ Data |
v ,
_________ Post Processor i i Notification Broker v 5
Incident Incident Incident - g
Data Q Notification Nonf-cauon
________________________ 3
@
Inckdents | Feedback
..........................
A ] Models
: ,,—m —t L Cubes .
s . Event Store Ana!yss Engine Models | Analysis Database lnc'denm SIEM GUI
< oorn | | oo ‘! Cubes + 7| @ oy | roe=mse-s
o _,Ennched [ty ' = TAsset Data!
ETEens P O )
B sl \ Feedback | (S f-?d-b-a‘-:'f
D e — = Tickets
o 1 ¢ e N .~ -5k
"""""""""" .Commands
1t
Delele oid emnes imaims RS
Event Store Cleaner CommandBroker ) ________
v Actor i > 3

Asset Listener
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Anomaly Detection
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= Found anomalies are assigned an anomaly score and an ID,
and are treated as incidents in the later parts of data analysis

= The analysis engine utilizes novel machine learning
algorithms, which use OLAP cubes as underlying data
sfructure

= Machine learning models, cubed training and inference data
and user tfeedback are stored in the analysis database and
retrieved if needed

= This is required especially in the case that the models need to
be retrained on updated training data or new feedback

» The Post Processor takes incident data produced by the
analysis engine and enriches it for display in the SIEM GUI
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Conclusions
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» The architecture of GLACIER will provide the required features
for security based anomaly detection in IT and OT
environments, including wireless networks

= |n particular, to improve anomaly detection results, more
sensors have to be added to the system to provide further
options for describing the normal system state and in
consequence analyze potential deviations

= This is useful for both office as well as industrial settings

» The system architecture ot GLACIER is a good step torward
towards achieving a security incident analysis system which
can flexibly adjust to changing system behaviour due to its
anomaly detection based approach
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Thank you for your attention!
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